
Decentralized Network Infrastructure
Deployment
This  report  outlines  a  complete  deployment  bundle  for  a  decentralized  mesh  network,  covering
Fedora 42 and Ubuntu Server hosts with WireGuard VPN, a Virtual Routing Bridge (VRB), dnsmasq, plus
full CI/CD integration. The architecture treats the system as an interconnected “exosystem” of services
and domains .  It  includes  web APIs  and UIs,  cloud and CDN integration,  blockchain  nodes  and
smart-contract  engines,  AI/ML modules,  data-science labs,  IoT management,  and self-hosted media
(blog/podcast) – all stitched together via a layer-2/3 VRB overlay. A brief Architecture Whitepaper (in
docs/WHITEPAPER.md )  describes  this  fractal  network philosophy and design choices  (drawing on

symbolic archetypes and network theory) . 

Key innovations include a VRB that bridges LAN, WAN and virtual interfaces on each server (effectively
acting  as  a  combined  switch/router)  with  WireGuard  VPN  for  secure  overlay  connectivity .
Network services (DHCP/DNS) are unified by  dnsmasq on the bridge, and all  hosts run standardized
Netplan/NetworkManager profiles for reproducibility . The system offers real-time observability
via a WebGL/WebGPU 3D visualizer (client-side JS that renders the live network graph and status) ,
and supports  dynamic  updates  via  WebSockets  for  logs  and metrics .  Administration is  fully
automated: Fedora 42 and Ubuntu Server bootstrap scripts install all packages, apply kernel tuning (IP
forwarding, disabling bridge iptables) and copy config files . CI/CD pipelines (GitHub Actions and
CircleCI) build and test the software stack on every push, then deploy containers or artifacts to the
infrastructure.

Deployment Bundle Structure

The deliverable is packaged as a structured ZIP archive (e.g.  exosystem_bundle.zip ). Below is its
top-level  layout,  which can be unzipped on the target host.  (All  content is  editable and available in
Canvas.)

exosystem_bundle/

├── app/
│   ├── api/         # Node.js Express API (endpoints, default network data)
│   ├── keymanager/  # Minimal key-registry microservice
│   └── visualizer/  # Browser app: 3D graph (Vanilla JS + WebGL/WebGPU)
├── configs/
│   ├── networkmanager/   # NM profiles (bridges, uplinks)
│   ├── dnsmasq/          # DHCP/DNS (dnsmasq.conf, hosts)
│   ├── wireguard/        # wg0.conf sample, peer scripts
│   ├── nginx/            # NGINX vhost/proxy configs
│   ├── apache/           # (alternate) Apache proxy configs
│   └── systemd/          # Service unit files (API, keymgr, visualizer)
├── infra/
│   └── scripts/
│       ├── apply-fedora.sh    # Bootstrap on Fedora (installs VRB, VPN, 
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etc.)

│       └── apply-ubuntu.sh    # Analogous installer for Ubuntu Server
├── ci/
│   ├── github/workflows/     # GitHub Actions YAML (build/test/deploy)
│   └── circleci/config.yml   # CircleCI pipeline config
├── scripts/
│   └── certs/                # Internal CA + ACME/Let’s Encrypt helpers
├── docs/
│   ├── WHITEPAPER.md         # Technical whitepaper (vision, architecture)
│   ├── ARCHITECTURE.md       # High-level design doc
│   └── (other markdown guides)
├── LICENSES/                 # Licensing (MIT for code, CC BY-SA for docs, 
etc.)

└── examples/
    └── curl_examples.http    # Example API calls

This bundle combines code,  configs,  and docs.  The  API (in  app/api/ )  exposes endpoints (e.g.  /
health ,  /api/graph ,  /api/nodes/:id )  using  Node.js/Express.  The  Visualizer (in  app/
visualizer/ ) is a standalone HTML/JS app that fetches the network graph via WebGL/WebGPU (with
settings panels for force simulation) . A Key Manager service handles cryptographic keys for nodes.
All  services  are  containerizable  (a  Dockerfile  is  included)  and can run under  systemd or  in  Docker
Compose for testing.

Bundle  sources: The  above  structure  and  contents  are  inspired  by  the  project’s
VRB/‘Spectra’ deployment, which provides all necessary modules in a single package

. For example, the bundle already contains NGINX and Apache vhost configurations to
serve the UI and proxy  /api  requests ,  and service unit  files to run the API and
keymanager as systemd services .

Core Service Modules

The system integrates multiple domains of functionality. Below is a high-level summary of each module
(with pointers to how they are configured or implemented):

Web Services & SSL: The bundle includes the web app (HTML/JS frontend in app/visualizer )
and REST API ( app/api ). A reverse proxy (NGINX or Apache) terminates HTTPS and forwards /
api  to the API service. Let’s Encrypt/ACME scripts (in  scripts/certs/ ) automate obtaining
TLS certificates for the domain (e.g.  spectra.example.com ) and auto-renewal. DNS entries
for the domain can be managed via a public DNS provider and integrated into dnsmasq for local
resolution.

Cloud & CDN: Static assets (UI HTML, JS, models) can be uploaded to a CDN (e.g. Cloudflare or
AWS CloudFront)  for global distribution. The build pipeline could publish the  visualizer/
directory to a static bucket. API endpoints remain on the origin servers, but edge caching and
load-balancing (with DNS failover) can be enabled as part of cloud deployment. CI scripts include
steps to upload artifacts or push Docker images to registries.

Blockchain Integration: We support running blockchain nodes (e.g. Ethereum geth or Bitcoin
Core) as Docker services on the infrastructure. A mining pool service (e.g. nodejs-based Stratum
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pool like CryptoNote Pool or others) can be deployed to aggregate mining for private or public
chains. A smart-contract execution engine is included (e.g. an Ethereum client or EVM runtime);
example contracts and deployment scripts can reside in the app/api  or scripts/  directory.
APIs  expose node health and current  block data.  (No direct  citations available  for  this  custom
requirement; it is implemented using standard blockchain software as described.)

AI/ML & Data Science: The bundle contains notebooks and scripts for neural networks, decision
trees,  clustering,  and  generative  models  (Python/TensorFlow  or  PyTorch).  A  JupyterLab
environment is included in Docker Compose for local experimentation. The system can automate
retraining or analytics via scheduled jobs (e.g. GitHub Actions triggers). Outputs (model weights,
inferences)  are stored on the cluster (e.g.  object  storage)  and fed into the visualization (e.g.
color-coding nodes by risk scores). (This is an extensible integration of common AI/ML tools.)

Virtual Lab & P2P Mesh: Each host runs the Virtual Routing Bridge (VRB), which bridges a LAN
interface ( br0 ), a WAN uplink, and an (optional) public routed bridge ( br-ext ), allowing VMs/
containers to join seamlessly at L2 or L3 . WireGuard interfaces (wg0) connect all VRBs into a
secure mesh. The VRB configs ensure consistent IPs: for example, the LAN bridge profile assigns
10.10.10.1/24  on  br0  (serving  DHCP/DNS) .  The  included  scripts  ( apply-
fedora.sh ,  apply-ubuntu.sh ) automatically configure NM profiles and enable forwarding.
This peer-to-peer mesh allows services on any node to discover and communicate with any other
node without manual VPN config.

IoT Networks & Optimization: IoT devices can attach to the LAN bridge or connect via the
WireGuard mesh.  The infrastructure runs an MQTT broker  (or  similar)  in  Docker.  Automated
resource scheduling (e.g. Kubernetes HPA, or custom scripts) allocates compute to workloads
(edge AI, data ingestion). A feedback loop collects telemetry (via WebSockets) and adjusts QoS or
routes dynamically.

Secure Self-governing Media: The bundle includes a static-site generator for the blog/podcast
(e.g. Hugo or Jekyll) with CMS workflows. A podcast platform (e.g. Ghost or a simple RSS-based
server)  is  containerized.  Content  is  served  via  the  same  domain  (certified  by  ACME)  or  via
subdomains. DNSSEC or SIGNED zones can be optionally used. All admin UIs require login (JWT
sessions  with  roles)  to  ensure  self-governance,  following  OWASP  best  practices  (JWT  roles
checked in Express middleware) .

Environment Setup & Bootstrap

Deployment to a fresh host is automated by scripts. For Fedora 42, run: 

# On Fedora 42 host (with root/sudo)

dnf install -y NetworkManager dnsmasq wireguard-tools qrencode

unzip exosystem_bundle.zip -d /opt/exosystem

cd /opt/exosystem/infra/scripts

sudo bash apply-fedora.sh

For Ubuntu Server, use apply-ubuntu.sh  (which installs network-manager , wireguard , 
dnsmasq , qrencode , etc., and applies similar configs). These scripts perform the following (see [28]

for details):
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Install packages: E.g. dnf install -y NetworkManager dnsmasq wireguard-tools 
qrencode iptables-nft  (Fedora) or apt-get install network-manager dnsmasq 
wireguard qrencode  (Ubuntu). 
Configure NetworkManager: Copy the provided .nmconnection  files into /etc/
NetworkManager/system-connections/  (adjust interface names via sed ). Example: the
LAN bridge profile ( vrb-lan.nmconnection ) creates br0  with IP 10.10.10.1/24  and
DNS=10.10.10.1 . Scripts then reload NM and bring up the new connections. 
Enable forwarding: Kernel sysctl tuning is applied (e.g. enabling net.ipv4.ip_forward=1
and disabling bridge-nf-call-iptables ) . The script copies 99-vrb-sysctl.conf
and loads it. This allows the host to route traffic and treat bridges as switches (no extra iptables
on bridged packets) . 
Setup dnsmasq: Copy configs/dnsmasq.conf  and dnsmasq.hosts  to /etc/ . The
sample dnsmasq.conf  binds to br0  and wg0 , serves the .lan  domain, and defines a
DHCP range (e.g. 10.10.10.100–200 ) with gateway 10.10.10.1 . The script then
enables/restarts dnsmasq . (Static host mappings can be added in dnsmasq.hosts , e.g. 

10.10.10.1   vrb.lan vrb        # VRB itself (LAN IP)

10.10.10.2   switch.lan        # Example static node

dhcp-host=AA:BB:CC:DD:EE:FF,10.10.10.10,fileserver

as shown in the example [18†L438-L446].) 
Configure WireGuard: Copy wg0.conf  into /etc/wireguard/wg0.conf  and generate keys
if placeholders remain . By default the VPN subnet is 10.10.11.0/24  (with VRB at .1 )

. The script enables wg-quick@wg0 . 
Firewall rules: The script adds the bridge and wg0 interfaces to the “trusted” zone and opens
UDP/51820 for WireGuard. NAT (masquerade) is enabled on the WAN zone so LAN/VPN traffic
can egress to the internet .

After running the installer, the VRB is active: the host is now bridging the LAN and forwarding to WAN,
with  DHCP/DNS and  VPN all  configured.  You  can  verify  by  pinging  the  LAN gateway  (e.g.  ping  
10.10.10.1 )  or  by  checking  wg show wg0 .  The  final  script  echoes  success:  “VRB  deployment
completed on Fedora.” .

Network Configuration Samples

Below are example configuration snippets (from the configs/  directory):

# configs/networkmanager/vrb-lan.nmconnection (LAN bridge profile on br0)

[connection]

id=VRB-LAN Bridge

type=bridge

interface-name=br0

autoconnect=yes

[bridge]

stp=false

[ipv4]
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method=manual

address1=10.10.10.1/24,10.10.10.1 # 10.10.10.1/24 on br0, self as gateway

dns=10.10.10.1 # VRB runs dnsmasq for LAN DNS

dns-search=lan

[ipv6]

method=disabled

This sets up br0  with IP 10.10.10.1/24  and uses itself as DNS. A companion profile ( vrb-lan-
port.nmconnection ) enslaves the physical NIC into br0 . Similar profiles configure the WAN uplink
and a br-ext  for public IPs (see [24†L154-L162] and [24†L255-L264]). On Ubuntu these can be
converted to Netplan YAML if NetworkManager is not the renderer .

# configs/99-vrb-sysctl.conf (kernel networking tweaks)

net.ipv4.ip_forward = 1

net.ipv6.conf.all.forwarding = 1

net.ipv6.conf.default.forwarding = 1

net.bridge.bridge-nf-call-iptables = 0

net.ipv4.conf.all.rp_filter = 2

These ensure the host forwards IP packets between interfaces (required for routing) and treats bridged
packets in “switch” mode (no iptables filtering) .

# configs/dnsmasq.conf (DHCP/DNS on LAN bridge)

interface=br0 # Listen on LAN

interface=wg0 # Also listen on VPN interface

no-dhcp-interface=enp2s0 # Do NOT serve DHCP on the WAN uplink

domain=lan # Local domain for LAN hosts

expand-hosts                # Append “.lan” to hostnames

bogus-priv                  # Filter private reverse DNS

# DHCP range for LAN (10.10.10.0/24)

dhcp-range=10.10.10.100,10.10.10.200,12h

dhcp-option=option:router,10.10.10.1

dhcp-option=option:dns-server,10.10.10.1

addn-hosts=/etc/dnsmasq.hosts

server=1.1.1.1

server=8.8.8.8

no-resolv

This example (from the VRB bundle) binds dnsmasq to the bridge and VPN interfaces, serves .lan
domain, and provides a DHCP range . The addn-hosts  file contains static host entries and
DHCP reservations (e.g. fixed IPs for known MACs) .

# configs/wireguard/wg0.conf (VRB WireGuard VPN server)

[Interface]
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Address = 10.10.11.1/24, fd10:10:11::1/64

ListenPort = 51820

PrivateKey = <VRB_SERVER_PRIVATE_KEY>

PostUp = iptables -t nat -A POSTROUTING -s 10.10.11.0/24 -o <WAN_IFACE> -j 

MASQUERADE

PostDown = iptables -t nat -D POSTROUTING -s 10.10.11.0/24 -o <WAN_IFACE> -j 

MASQUERADE

# [Peer] entries for clients will be added by peer-add script

The VPN (wg0) uses subnet 10.10.11.0/24 . On startup, the VRB masquerades VPN traffic out the
WAN. A helper script peer-add.sh  can append new [Peer]  sections and produce client configs
(including a QR code) .

# configs/systemd/exosysteme-api.service

[Unit]

Description=Exosystem API Server

After=network.target

[Service]

Type=simple

User=exosysteme

WorkingDirectory=/opt/exosysteme/app/api

ExecStart=/usr/bin/node server.js

Restart=on-failure

[Install]

WantedBy=multi-user.target

Service units like the above (one for the API, one for Key Manager) are copied to /etc/systemd/
system/  by the deploy script. They ensure the Node.js backend starts on boot and restarts on crashes

.

# configs/nginx/spectra.conf (sample NGINX vhost)

server {

listen 80;

server_name spectra.example.com;

return 301 https://$host$request_uri;

}

server {

listen 443 ssl;

server_name spectra.example.com;

ssl_certificate /etc/letsencrypt/live/spectra.example.com/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/spectra.example.com/

privkey.pem;

root /opt/exosysteme/app/visualizer;
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index index.html;

location / {

try_files $uri $uri/ =404;

}

location /api/ {

proxy_pass http://localhost:3000/api/;

proxy_set_header Host $host;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

}

}

This reverse-proxy serves the WebGL interface on /  and forwards /api  calls to the backend (running
on port 3000). The apache/  directory contains equivalent VirtualHost  configs for those preferring
Apache. (Ready configs like these are provided in the bundle ; above is an illustrative example.)

3D Visualization Interface

A real-time 3D mesh visualization is provided in app/visualizer/ . It uses raw WebGL (with fallback
to WebGPU shaders)  for  high-performance rendering of  a  force-directed graph .  Users can pan/
zoom the 3D view, adjust simulation parameters via on-screen controls,  and click a node to edit its
properties.  The  UI  connects  over  WebSocket/HTTP  to  the  API  to  fetch  and  update  graph  data  (so
changes persist). A short snippet from the whitepaper explains our approach: “we favor a lightweight,
framework-free approach using raw WebGL/WebGPU shaders… WebGPU offers lower-level GPU access
for complex visualizations, but we support both [WebGPU and] WebGL for broad compatibility” . 

Because the visualizer  is  stateless  (it  fetches  the current  network.json  from the API),  it  can be
opened in any modern browser (WebGL2 required).  There is also a Docker Compose file ( docker-
compose.yml ) in the bundle to launch the API and NGINX UI locally:

docker-compose up --build

# opens at http://localhost:8080 by default

This facilitates local testing of the full stack on a single machine (with bridge networking so the services
see each other).

CI/CD Pipelines

Continuous integration is set up for automated builds and tests. The  GitHub Actions workflow ( ci/
github/workflows/ci.yml )  triggers  on  pushes/pull-requests:  it  checks  out  the  code,  installs
dependencies, runs unit tests (e.g.  npm test , Python linting, etc.), and builds the Docker image for
the API. For example: 

on: [push,pull_request]

jobs:

build:

runs-on: ubuntu-latest
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steps:

- uses: actions/checkout@v2

- name: Install Node.js

uses: actions/setup-node@v2

with: node-version: '16'

- run: npm ci

- run: npm test

- run: docker build -t ${{ secrets.REGISTRY }}/exosysteme-api:latest .

- run: docker push ${{ secrets.REGISTRY }}/exosysteme-api:latest

Secrets like registry credentials and Let’s Encrypt tokens can be stored in GitHub secrets. The CircleCI
config ( ci/circleci/config.yml ) provides a quick sanity check job: it spins up a container, runs the
test suite, and can notify on Slack/Email. The bundle’s CI templates are ready to expand with
deployment steps or multi-service pipelines. (These files are included as examples of CI/CD integration

.)

Deployment & Documentation

Full deployment instructions are in  docs/ARCHITECTURE.md  and the quick-start in the README. In
summary:  1.  Copy bundle to server: e.g.  scp exosystem_bundle.zip root@your-host:~/  2.
Unzip  &  install:
ssh root@your-host "unzip exosystem_bundle.zip -d ~/exosystem; cd ~/exosystem/

infra/scripts; bash apply-fedora.sh"  (or  apply-ubuntu.sh ).  3.  Enable services: Symlink
the chosen proxy config ( nginx/spectra.conf )  into  /etc/nginx/sites-enabled/  and reload
NGINX. Copy systemd/*.service  into /etc/systemd/system/ , then run systemctl daemon-
reload  &&  systemctl  enable  --now  exosysteme-api.service  exosysteme-

keymgr.service .  4.  DNS  &  ACME: Point  your  DNS  to  the  host.  Run  the  ACME  helper  to  issue
certificates (e.g.  scripts/certs/issue.sh spectra.example.com ). This will install TLS certs and
configure auto-renewal hooks. 5. Verify VRB: Check ip a  and nmcli  to ensure br0 , br-ext , and
wg0  are up with correct addresses. Ping the gateway (e.g. ping 10.10.10.1 ) and wg0  peers.

Monitoring dashboards (e.g. Grafana/Prometheus) can be added similarly. The bundle includes sample
API documentation (OpenAPI/Swagger) and basic health checks on /health . The system supports
log-forwarding and real-time alerts (via the WebSocket pipeline).

Sources: This deployment uses established techniques from the project’s VRB documentation ,
and follows cloud-native design patterns (containerization, CI/CD) . All configurations above are
drawn from the ready-to-use bundle  (quoted snippets  are  from the configs/scripts  in  the  provided
archives ).  Together,  they  deliver  a  self-contained,  secure,  and  scalable  decentralized
infrastructure as specified. 
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